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1.0 Introduction
With an ever-evolving Information Technology (IT) environment, frequent change to applications,
systems, and to the overall infrastructure has become commonplace. Management of changes is
critical to providing a robust, valuable IT infrastructure and addresses the need for ensuring that
standardized methods and procedures are used for the efficient and prompt handling of all
changes.Change Management provides a standardized, formal methodology to handle all
documented change requests from inception, through approval to implementation and closure.

1.1 Objectives
The objectives of the ITS Change Management Process are to ensure that:
● All Changes are properly analyzed, documented, and communicated to ITS staff and to all
functional groups and clients potentially affected by, or involved in, their execution.
● Details of all Changes are tracked and stored in a central Change Management System for
the purpose of historical trending and reporting.
● Procedures required before, during, and after Change execution and the respective areas of
responsibility are clearly documented and published.
● The proper analysis and testing is performed to assess the need for a change versus the
potential impact of the change.
● No Change is executed without first being properly planned, documented, peer reviewed,
tested, and approved.

1.2 Scope
The scope covers the production environment defined as the technology infrastructure that
supports hardware, software, middleware, applications, storage, and network components.

1.3 Definitions
Change: As anything that transforms, alters, or modifies a supported, production environment or
that has potential to affect the stability and reliability of the institution’s infrastructure or disrupt
business operations.
A change includes implementations that meet any of the following criteria:
● Changes that may result in unavailable, degraded service, or loss of redundancy
● Changes to the functionality of a service or infrastructure component
● Deployment of a new software, application, or service
● Changes required to meet compliance or regulatory guidelines
● Changes that require an update to the Configuration Management Database
(CMDB)
● Planned, preventive maintenance
● Changes to Production and Production Support environments
● Changes performed by an external vendor
● Any emergency changes to a supported production environment
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●

Any patches to the production environment

Change Advisory Board (CAB): A group of authoritative IT and Business stakeholders who are
responsible for assessing the risk and providing approval for requested changes to the production
environment. A subset of the CAB, called the Change Advisory Board Emergency Committee (eCAB)
reviews and approves all emergency requests for change.
Change Management System (CMS): Software tool or combination of tools utilized for the request,
approval, tracking and details of changes.
Change Manager: The individual(s) responsible for the management of the day-to-day functional
Change Management operations.
Change Request: vehicle used to record the details of a request for a change (RFC) to be made
within IT, associated with one or more Configuration Items (CI), IT assets or IT services.
Configuration Items (CI): a specific element in the IT environment that is under Change
Management control. Examples of CIs are hardware, software, people, and documentation.
Configuration Management Database (CMDB): A repository that acts as a data warehouse for
information technology (IT) installations. It holds data relating to a collection of IT assets
(commonly referred to as configuration items (CI)), as well as to descriptive relationships between
such assets. When populated, the repository provides a means of understanding:
• The composition of critical assets such as information systems
• The upstream sources or dependencies of assets
• The downstream targets of assets
Production Environment: All system, network, infrastructure, and software that supports the
technology services utilized by the UNCG client community for academic, administrative or
research purposes. Environments utilized for testing and development are not considered to be
production.

2.0 Change Management Process
To ensure the integrity, consistency and availability of the UNCG technology services, all changes
to the UNCG production environment will be tracked via a Request for Change (RFC). RFCs will be
entered into and managed via the Change Management System (CMS) to ensure Changes are
centrally tracked, approved, reported upon, and enforced in a reliable and consistent manner.
RFCs must be reviewed and approved by the Change Advisory Board (CAB) prior to execution to
ensure a proposed Change does not compromise the stability of the production environment.
Changes to the UNCG production environment must be:
• Implemented using the Change Management Process.
• Documented prior to, during, and after Change execution.
• Assessed for risk to the production environment, assigned the appropriate risk level and
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handled according to the level assigned.
Submitted with implementation and rollback plans, as well as an assessment of the
probability of failure.
Coordinated with all people required to implement and verify functionally.
Classified and submitted through the Change Management process as the proper Change
type to ensure all affected parties are aware of and prepared for the impending Change.
Communicated to the appropriate user community if the change has any potential impact
on the user base, including a temporary service outage.
Approved by the appropriate manager(s).
Monitored and closed in a timely manner.

•
•
•
•
•
•

2.1 Process Implementation
While the Change Management process begins with the initial user request for change, the
information presented in this section focuses primarily on those tasks necessary for the
implementation of a production change.

2.1.1 Types of Changes
●

Emergency Change: Unplanned changes necessary to restore service or meet business
need. These changes require Change Approver approval and eCAB authorization.

●

Normal Change: Planned changes, typically submitted 1 - 2 weeks prior to their
implementation date, which are not predefined, pre-approved that require Change
Approver approval and CAB authorization.

●

Standard Change: Select from available pre-approved change templates. These changes
require Change Approver approval, but not CAB authorization once initial template is
approved by the CAB.

2.1.2 Risk Assessment
An assessment of risk must be completed on any Change prior to its approval. This assessment
should be done at a minimum of three points throughout the Change Management Process. They
are:
1. By the Change Requester and Assignee at the time of creating the request.
2. By the Change Approver prior to approving the request to go before the CAB.
3. By the Change Advisory Board prior to giving final approval for the execution of the change.
In assessing the risk level of a change, the following factors must be considered:
• Probability of customer impact
• Potential level of customer impact
• Probability of success/failure
• Potential impact of failure
• Possibility of “rollback”
• Potential “rollback” or recovery time
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•

Perceived effectiveness of related communication

Once the appropriate level of risk is determined, it should be balanced with the level of need for
the change prior to making the initial request or at each stage of approval.

2.1.3 Impact Assessment
Below are guidelines for determining the appropriate level of customer impact:
• High: Any service outage of a mission critical system or application, and/or multiple users
are not able to perform their normal business functions.
• Medium: Service outage of a non-mission critical system or application.
• Low: Service interruption with no noticeable impact on end user’s ability to perform their
business functions.
• None: No anticipated impact on the end user community.

2.1.4 Change Notification
It is the responsibility of the Change Assignee to ensure:
• Any change to the production environment that has potential impact to service availability,
performance or usage is communicated to the affected user communities.
• All changes are communicated to the Service Desk, Service Operations Center, and Client
Services.
• The Request for change is approved by the Change Approver.
• All the above is completed prior to CAB review of the Request for change.
• All mass communication is sent via the ITS Communications Office or Responsible Service
Owner.

2.1.5 Request for Change Approval
Emergency change: An Emergency change must receive two levels of approval. The first approval
must come from the Change Approver. The second approval must come from an ITS Associate
Vice Chancellor, who is a member of the eCAB.
Normal change: A Normal change must receive two levels of approval prior to execution. The first
approval must come from the Change Approver. The second approval must come from the Change
Advisory Board.
Standard change: A Standard change must receive one level of approval prior to execution. The
approval must come from the Change Approver. The Change Advisory Board would have
previously approved the template used for the Standard change.

2.2 Roles and Responsibilities
Within the change management process, specific roles and functions have been defined. Each role
is responsible for completing specific tasks within this process.
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2.2.1 Change Manager
The individual(s) responsible for the management of the day-to-day functional Change
Management operations that include:
• Reviewing the effectiveness and efficiency of the change resolution process
• Coordinate and chair all CAB meetings where change requests are reviewed and approved
• Facilitate the resolution of any schedule conflicts that may arise.
• Reviewing the results of scheduled changes

2.2.2 Change Advisory Board (CAB)
This group is responsible for final review and approval/rejection of all normal changes and
standard change templates. The CAB meets at a regularly scheduled interval to review all pending
changes but can also perform their function remotely (email, telephone) if necessary.
All Changes requiring approval are reviewed by the CAB during its periodic meeting. The CAB has
the authority to do any of the following:
• Approve Changes as presented
• Reassess the risk level of a Change
• Reassess the impact level of a Change
• Request additional information prior to approval
• Reject Changes

2.2.3 Change Requester
The Change Requester is the person who initially requests that a Change take place. In such a case,
the action request is ultimately assigned to the person/organization whose function it is to
implement changes of the requested type. The Change Requester must provide all the
requirements and objectives for the change, including an explanation of the reason and
justification for the proposed change. If the Change Requester does not provide adequate detailed
information, the Change Assignee or Change Approver have the authority to require it before
creating the change. In the event that the Change Requestor is also the Change Assignee, that
person will have the responsibilities of both roles. The responsibilities of the Change Requester
include:
• Initial escalation/request for change.
• Provision of business and technical requirements to the Change Assignee.
• Resolution or escalation of Change issues.
• Provide input to the assessment of the change’s level of risk.
• Provide input to the assessment of the change’s level of impact.
• Change planning and coordination.
• Review of the Change plan/documentation.
• Ensure the user community affected by the change is notified prior to the change
implementation.
• Facilitate any required client testing before, during or after Change execution.
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2.2.4 Change Assignee
The Change Assignee is the owner of the Change. This person will work with the Change Requestor
(if it is someone else) to gather the appropriate information required to create and represent the
RFC. Responsibilities of the Change Assignee include:
• Creation of the Change including Peer Review of the Change.
• Communication and coordination of Change testing and implementation.
• Meet with the Change Requester, as needed, to resolve any questions or problems with a
proposed Change.
• Update any related documentation after the Change has been implemented.
• Update the status of the Change and enter all necessary information into the CMS, which
may be helpful for historical purposes.
• Follow up with the Change Requester to provide status on the implementation success or
failure.
• Provide closure status in the Change Management System.

2.2.5 Change Approver
The Change Approver is the supervisor/manager who provides the first level of approval to a RFC,
allowing it to go before the CAB for review. This is the supervisor/manager of the Change Assignee
or their delegate. Responsibilities of the Change Approver include:
• Review all Changes submitted by staff members of their group
• Ensure all necessary communication, coordination, documentation and testing has been
completed properly on all Changes prior to approval
• Approve all Changes prior to them being submitted for review by the Change Advisory Board

3.0 Change Management Procedures
Change management procedures have been developed and implemented that take into account the
impact of changes to UNCG’s academic, administrative and research activities including: system
availability, user impact, system efficiency and usability of documentation. A major goal of the process
development effort was to establish a set process that facilitated the coordination of changes within the
UNCG production environment. This process will be changed as needed.

3.1 Creating Change Requests
Procedures for creating change request can be found in the provided ServiceNow training materials
found separate from this document.

3.2 Change Advisory Board Procedures
The Change Advisory Board (CAB) will meet periodically for the purpose of reviewing all pending
change requests. The CAB will either approve or reject each change request during the course of
the meeting.
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3.2.1 Change Advisory Board Meetings
To prepare for the CAB meeting, the Change Manager will:
●

Ensure that all change requests received prior to the meeting start time are in the weekly
report. This report will be called the Weekly Change Summary. The report must contain
sufficient information for each change to ensure the Board members understand and can
evaluate the change being proposed. The report contents will be further grouped by the
following subcategories:
● New Requests
● Existing Requests

Each report entry contains:
●
●
●
●
●
●
●
●
●
●

Description of the Change
Location of proposed Change
Locations and user communities potentially impacted by the Change
Impact on end user communities
Name of the Change Requester
Name of the Change Assignee
Scheduled Date and Time for executing the Change
Approval Status of the RFC
Name of Change Approver
Distribute the Weekly Change Summary to all members of the CAB prior to the scheduled
meeting.

During the CAB meeting, the members of the CAB will review and discuss each change request as a
group to ensure that it meets all requirements of the Change Management Process. The CAB may call
upon the Change Assignee to answer any questions that may arise about their change request during
the meeting.
All Change Assignees who have a change request pending must attend the CAB meeting or send a
representative from their department who can properly represent and discuss the Change. Failure to do
so may result in the automatic Rejection of the change request.
Rejected change requests can be updated and resubmitted to the CAB for review at a later date.

3.3 Communicating Planned Changes
All planned Changes that will impact, or have the potential to impact, a production service must be
communicated to the users of that service prior to execution. All communication details must be
coordinated by the Change Assignee and approved by the CAB PRIOR to being sent. All mass
communication must be sent via the ITS Communications Office or Responsible Service Owner.
The Change Assignee is responsible for notifying the Service Desk and Service Operations team
immediately before and immediately after the execution of an approved Change with an impact
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above low.

3.4 Information Security
A staff member of ITS charged with Information Security will be a required member of the CAB and
must attend all CAB meetings. ALL change requests must be reviewed for information security
implications prior to CAB approval. Considerations in this review include, but are not limited to,:
● Implications to the security of University high risk or moderate risk data.
● Implications to the security of University equipment.
● Compliance implications (HIPAA, FERPA, etc.)
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